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Security Document for Al File Pro

Introduction

This document describes the security measures embedded within Al File Pro, focusing on its
integration with Azure Computer Vision and Azure OpenAl services. It emphasizes how
customer data remains private, secure, and used only for the intended purpose of document
processing, without any human or external system ever accessing the content.

Security Measures Overview

Secure Connection to Azure Services

Al File Pro establishes secure, encrypted connections to Azure’s Al services using TLS 1.2 or
higher. Authentication is handled through Azure Active Directory and OAuth 2.0 for secure
authorization. Azure Virtual Networks (VNets) are used to ensure isolation and prevent
unauthorized access.

Azure Computer Vision Security

Data Handling and Confidentiality

Images and documents are transmitted securely to Azure for OCR or visual analysis. All
processing occurs automatically, without any human review at FabSoft or Microsoft. Data is
not stored after processing. When temporarily cached for OCR, it is deleted within 24 hours
or sooner. The optional 30-day diagnostic storage is disabled for Al File Pro.

Data Usage Limitation

Information sent to Azure is used exclusively to perform the requested OCR or vision task. It
is never used to train Microsoft models, never shared with other customers, and never
reused for analytics or model improvement.

Azure OpenAl Security

Data Privacy and Model Interaction

Al File Pro uses Azure OpenAl for natural language understanding tasks such as generating
file names, summaries, or classifications. Prompts and responses are processed
automatically by Azure infrastructure. No human—at Microsoft or FabSoft—views or
accesses the data. All data is encrypted in transit and at rest using AES-256 and TLS 1.2+.
Data is not stored after processing, and the 30-day retention option for abuse monitoring is
explicitly disabled in Al File Pro’s configuration.

Data Usage Limitation
Data sent to Azure OpenAl is used only to generate the requested Al output. It is not used
for training, tuning, or improving models.
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Local Data Security

Al File Pro stores its local data and cache in the AppData directory under the user’s profile.
Data is accessible only to that user and protected by Windows NTFS access control lists
(ACLs). All local files are encrypted using AES-256. Windows Defender and User Account
Control (UAC) protect against unauthorized access or malware interference.

Compliance and Certifications

Al File Pro’s use of Azure services aligns with key regulatory and industry standards,
including GDPR, ISO/IEC 27001, and HIPAA (where applicable). Azure’s services are
covered by Microsoft’s Data Protection Addendum, ensuring full compliance with global
privacy regulations.

Customer Assurances

Al File Pro ensures that:

1. No human—at FabSoft, Microsoft, or Azure—ever views customer content.

2. Customer data is used only for the requested task (OCR, Al naming, summarization, etc.).
3. No data is retained or reused once the task is completed.

4. No data is used for model training or improvement.

5. All communications are encrypted and processed securely within customer-specified
Azure regions.

Conclusion

Al File Pro is designed for maximum confidentiality and data protection. By leveraging
Azure’s secure Al infrastructure with data retention disabled, FabSoft guarantees that all
customer documents are processed securely, never accessed by humans, and never reused
for any other purpose beyond the specific task the user initiates.
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